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History Background

Social Engineering, social media




What is the history of Ransomware?

Evolution and changes in Ransomware.

Who are the players in Ransomware attacks?
Estimated revenue from Ransomware attacks last
year?

Where does the money go?

What vectors of attack are we seeing today?
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How Organizations Lose Data

m Hacking or Malware

m Unintended Disclosure
m Portable Devices

B Physical loss

m Other

When most people hear the term “Data Protection” they have mentally associated that with a
technology like encryption, and while Encryption is universally acknowledged as one of the best ways



to prevent data breaches and to mitigate risks, simply looking at that pie chart shows you that a Data
Protection Strategy needs to be about more than just Encryption.

This is how companies lost data in 2016: Hacking or malware leads the way with 57%, followed by
unintended disclosure. In fact, incidents caused by hacking or malware represent over 90% of all the
breached records last year. A staggering amount of data that could have been protected with better
security. Encryption is universally acknowledged as one of the best ways to prevent data breaches
and to mitigate risks, but ...Data Protection is more than just encryption.

Where we are today

Phishing has become the
preferred means to gain
access and release
malicious code

Attacks are
predominantly focused
on software exploits
93% of Phishing
payloads are
Ransomware
Ransomware costs in the
billions each year




The age of single-use disposable malware

400,000 75%
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Sophoslabs receives and processes 75% of the malicious files
400,000 previously unseen malware SophoslLabs detects are found
samples each day. only within a single

organization.

User Education

Provide specific training around vectors.

Multi Layer Security

Well thought out and executed security
policy and infrastructure
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Patching

Remain current on all patches and
updates

Data Protection Strategy

Formalized data protection and retention




What can we do to protect our organizations from
Ransomware?

User Education

Patching and Updates

Multi-Layer Security

Data Protection and Strategy
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3-2-1-1 of Data Protection
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3 — Different Copies of your data
2 — Different Media Types

1 — Offsite Copy

1 — Offline Copy*

3-2-1-1 of Data Protection



steps to fight RANSOMWAR/S o

* Don’t enable macros

* Be very careful about opening unsolicited attachments
* Don’t give end users more login power than necessary
* Verify author

* Look carefully at domain extension

Back your files up regularly and keep a recent backup off-site

Invest in Strong Protection Products

Participate in training

Steps of Remediation

1 2 3 4

Panic DON'T PANIC Power Damage Mitigation

Natural and valid. Control with level head to Pull the power cord if Isolation and identification.
enact response. feasible. Containment.
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Remove and Recover Investigate Remediation Educate

Eradication. Retain logs, and drives if Root cause of breach;
possible for evidence. training, process
technology.
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education and prevention

Persona I Information Priority

We are responsible.

Educate and make aware of the impacts?

What are the potential impacts of ransomware and
data hacking?

Personal Impact of identity theft.



How to Start the Conversation

@ It Matters : Department Involvement @ APlan
roactive e ignifi i

Legal, HR, Finance and Formulate a plan of action, including
Administration speaking to local law enforcement

It Matters-Make Data Protection a priority

Involvement — Get department buy in and
business case

A Plan — There are resources, create a plan of
action

Director, Jim Comey, "You don't want to be
standing over a homicide crime scene and start
passing out business cards."



Resources

Internet Crime Complaint Center
WWW.ic3.goV

Infragard
www.infragard.org

Department of Justice, Computer, Computer Crime and Intellectual
Property Unit
https://www.justice.qov/criminal-ccips/cybersecurity-unit

Veeam
www.veeam.com

NetWize
WwWw.netwize.net
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Thank You




